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ABSTRACT

The Block cipher CHAM is lightweight block cipher for low-end processors, developed by National Security Research
Institute from Korea. The mode of operation is necessity for efficient operation of block cipher, among them, the counter
(CTR) mode has good efficiency because it is easy to implement and supporting parallel operation. In this paper, we
propose the optimized implementation for block cipher CHAM-CTR. The proposed implementation can be skipped some
rounds by pre-computation. Thus it has better calculating speed than existing CHAM. Also, this implementation pre-load
some of round keys to registers, before entering round functions. It makes reduced 160cycles loading time for round key
load. Finally, proposed implementation achieved higher performance about 6.8%, and 4.5% for fixed-key scenario, and
variable-key scenario, respectively.
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Fig. 1. Round function structure of CHAM.
Xi(N): Nth plaintext block of round i, RK(NJ:
Nth round key, i: round counter, ROLN: rotate
left N times

Table 1. Parameters of CHAM. n: length of
plaintext, k: length of key, r: number of round,
w: bit-length of word.

Type n k r w k/w

64/128 64 128 88 16

128/128 128 128 112 32

128/256 128 | 256 120 32
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Fig. 3. Re-allocated registers for proposed
implementation, (a): Fixed-key model, (b):
Variable-key model.
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1. When function called, the function get 3 pointer values
- Plaintext pointer
- Round key pointer
- Look-up table pointer

2. Move pointer values to R26, R27 and R30, R31
- R28, R29 does not used since it used for temporary values
N A 1 |
3. If loading the plaintext to R18 ~ R25,
one of pointer value will be lost

= Plaintext
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4. If loading the plaintext to R2 ~ R9,
all of pointer values will be saved

Fig. 4. Visualization of address pointer loss

V. &5 oI

T (6), (7)) 543t 344l 8-bit AVR vt
o|ZBRAE %?4‘”] ATmegal28 Z2AAME diare
2 Fdge. 7 A3EY A% vlale Figh.ol
A g = olvh FEES A Hladle

clockcycle per byte, 43 cpb = Z v|AE 3
g}l cpbe Ak 4289 cycled 9 byte @
A2 v ez, I &9]9 doleE Akt
289 cycles #lsh= Ax2 ARS-E
1%47] T A7 ¥las I v|E FHE
2 158.75¢cpbe] Ass AU, Algtsls FHES

o

175
unit: clockcycle per byte

170 168.9

165

161.1

160 158.75

155

150

145

140

135

Fixed-key

Variable-key_pre  Variable-key_enc
H Previous work  ®This work

Fig. 5. Evaluation result between previous work
and this work.

148.1cpb¥] A5L HoEr) ol o 6.8% A
,04 A FEARS 7]-7< o},

b1

N
N
rE.
E
—Ll

) DR

I
10
>

>

; R
rO
[4>~
o
2
o2
ﬁo{_l‘

Ir
,
> g —(E
M
i

l‘o_urﬁ_?L’
o o|r o (u

dS vlwge) 7€ FEES 168.9cpbe] A
b Ak & 155.8cph9 4

t} o] oF 7.8% A% /Ml st
AR dake AR tEst mdls v
WL 161.1cpbe] AeS X

=4 "whal], AleksteE FEE2 150.0cpbd] A
o2 FaAE uetd o 7.0%9 e S

Zlch

1

[
o
l

Bl
iz

ot
*

AshA o2 ARk Z1Me] 71E gel Hls)
E Adeledd BEAoR oF 140 S R4
ol ol 7% el wa) WA &0 B4

she o4& AU 9l

v. d

rhu

B ;,‘:'_—oﬂ/ﬂ 71%&e] AgtEldld CHAM-CTR
A7 79 F, 64/128 Al e Ax 7L A
Aatsict. 7 o}s}: 71HE A e X2
ol gRrE 719 dH-E vlE] 2esve /S A
6]—031;} 1 a}TE T B2 Tl Aute] ==

£l

JJng} _L]_xJoﬂb A 37k



1222 g 7] A8 ReE

=3 CHAM-64/128 7}28 RE 34 13

i

XJZ ],#.

Il

= w2 s A%, wE T AAE
e AL e 5 ol & el A 7
€ 9% A43 st Aol FRelsl
BE AA2EE Ase] A7 B0e AdD Be
Shoirh. Asbdow sl FaEueh A A wla
Ak 3T A3 AE 1% AEe] WE A

0.

22 &

oX,

oot X

H
M
@
>
&2
i)
4,
o
R
=
-
O
2
o
)
o
5
312,
=

2

(3

01‘(‘1 olr ﬂ-qo
N
X o o
o1r —5’4
of 4
S
o - il
) i
o o
$
o
e N -
U

Ay A e
= AR,

References

(1) A. Bogdanov, L.R. Knudsen, G.
Leander, C. Paar, A. Poschmann,
M.J.B. Robshaw, Y. Seurin, and C.
Vikkelsoe, “PRESENT: An
lightweight block cipher,”
Workshop on Cryptographic Hardware

ultra-
International

and Embedded Systems (CHES07),
pp. 450-466, Sep. 2007.
(2] R. Beaulieu, D. Shors, J. Smith, S.

Treatman-Clark, B. Weeks, and L.
Wingers, “The SIMON and SPECK
lightweight block ciphers,”
dings of the 52nd Annual
Automation Conference (DAC'15), pp.
1-6, June 2015.

(3] B.W. Koo, D.Y. Roh, H.J. Kim, Y.H.
Jung, D.G. Lee, and D.S. Kwon,
‘CHAM: A family of lightweight block
ciphers for resource-constrained devices,”

Procee-
Design

International Conference on Informa-
tion Security and Cryptology (ICISC'17),
pp. 3-25, Nov. 2017.

D.Y. Roh, B.W. Koo, Y.H. Jung, I.W.
Jeong, D.G. Lee, D.S. Kwon, and
W.H. Kim, "Revised version of block
cipher CHAM," International Conference
on Information Security and Crypto-
logy (ICISC'19), pp. 1-19, Dec. 2019.
H.J. Seo, “Memory-efficient impleme-
ntation block
cipher algorithm CHAM on low-end
8-bit AVR processors,”
Korea
Security & Cryptology,
545-550, June 2018.

H.D. Kwon, H.J. Kim, S.J. Choi, K.B.
Jang, J.H. Park, H.J. Kim, and H.J.

of ultra-lightweight

Journal of the
Information
28(3). pp.

Institute of

Seo, “Compact implementation of
CHAM Dblock cipher on low-end
microcontrollers,” World Conference on

Information  Security  Applications
(WISA'20), pp. 120-134, Aug. 2020.
H.D. Kwon, S.W. An, Y.B. Kim, H.J.
Kim, S.J. Choi, K.B. Jang, J.H. Park,
H.J. Kim, S.C. Seo, and H.J. Seo,
‘Designing a CHAM block cipher on
low-end microcontrollers for internet
of things,” Multidisciplinary Digital
Publishing Institute Electronics, 9(9),
1548, pp 1-16, Sep. 2020.

Y.B. Kim, H.D. Kwon, S'W. An, H.J.
Seo, and S.C. Seo, "Efficient imple-
mentation of ARX-based block ciphers
on 8bit AVR
Multidisciplinary Digital
Institute Mathematics,
pp 1-22, Oct. 2020.

microcontrollers,”
Publishing
8(10), 1837,



AR H 533 =wA (2020. 12) 1223

(M RE290)

A 3 % (Hyeok-dong Kwon) A3

20184 249 AR AHRA| ATk 3} shaF £4
20209 24 AN IT5F3 A4 24

2020 3¢ ~&Al: st AR FE 3} AA
(PAJFop) B HE FFTH

7+ 7 vl (Kyoung-bae Jang) 3413
20194 24: AU TS84
20194 3Y~dA: AN ITEFF3H A A
(FA k) ToT, AREF

on

vk A & (Jae-hoon Park) A3

20209 29 AT [TS&A~ul23a) 33 3} =94
2020 3¥~3A: st gt T4t AAA
(FHAlEoF) SlHqk

4 3} A (Hwa-jeong Seo) FA413]¢

20109 2¢: Ak 7A5Fe] et A &4
20129 2¢: Akt 7A5Fe] ek Al &4
20164 2¢: Akt 7A5re]geha whal &4
20159 49 ~549: A7fzrs defyd Jul4

20169 1€~20174 34 A7tz= Hrjed d+4
20179 44 ~3A: Ny 2w

(At e







